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TENDER ENQUIRY

Sealed guotations are invited by the Principal, Government Polytechnic Panaji. super
scribed on the envelope as “QUOTATION FOR SUPPLY, INSTALLATION &
COMMISSIONING OF NETWORK FIREWALL"

The sealed quotation along with EMD & Tender Fee shall reach this Office on or
before 30/04/2021 up to 3.00 p.m.

The quotation is subject to Terms and conditions attached herewith, The Quotation will
be opéned at 3.30 p.m. on the scheduled due date mentioned above in the presence of
those vendors who remain present at the time of opening.

Please find the following enclosed documents of the tender:

1. Terms & Conditions.
2. Certificate & Checklist.
3. Annexure (Description of items).

Yours faithfully,
(L.
Principal
Copy lo:
. The lic HOD, Computer Engg. Dept., GFP
2. The Asst. Accounis Dificer, GPP,
37 Office file.
“Swachis Bhatm, Svuchh G TV WAE FTC W “Wear Mask, Maintain Physical Distancing,

o “Clean Indin Clean Gee™  Fr=s smm fgms ot H'm'nﬁmmgimt:'



Die Diate

Tender Notice Mo, =-

CERTIFICATE

Certified that I/'We have gone through the terms and conditions of supply/works and also
the tender conditions, ['We hereby agree to abide by the same. In token of acceplance as above

I'We affix the signature as below:-
R S s
|
Date =
CHECKLIST
Sr. no. Submission compliance Yes/No
1. Cuotation for the items mentioned in Annexure
2. Certificate .
3 Brochures/product literature for the items quoted
4. GST registration document
5. Manufacturer Authorzation letter
6. - EMD Demand draft (2% of quoted amount)
. Rs.500/- Demand draft as tender fee (non-
i refundable)

Signature & Seal of tenderer

NB: The duly filled and signed Certificate & Checklist shall be submitted
along with the quotation, without which the tender will not be consi

A1 Where the cost of the iterm 1€ epecihmd 9e evelaeive of thase etabirimary leweas  rimlscs




TERMS AND CONDITIONS
{ Subject 1o legal jorwdiction af Gioa |

Tender Conditions:-
1. A} The Principal, Government Polytechnic Panai, reserves the right to reject all or
any of the tenders without assigning any remsons.,

B} Irrespective of whether mention was miade in the Natice inviling tenders or otherwise only
regstered manufacturers or the awhonzed deslers of the manufacturers who are also
registered under the Goods & Service Tax Act. are eligible to submit tenders.,

C) These who ane submitting tenders for the first time. shall invariably enclose documentary
svidence i supporl of the status described st (B) sbove, fuiling which such
tenders/quetsions shall be rejected.

I3 Exempt where sxemption is granted by the Government of Goa, Earnest Moncy Deposit
(ERLDL) of 3% of the quoted rates of iteme chall be snclosed which will be forfeiied if the
fenderer Fails to hosour the supply order iT and when placed.

E) If the wenderer desires, he/she will be permiriad 1o be present ai the time of bpening of the
tenders.

F) The EM.D. is refundable in case of unsuccessiil tenderer & In case of tenders which are
acceptable the EMID shall be adjusted apainst the security deposit which shall be 5% of
e arder valoe.

) The tenderer shall not be emitled to any interesticompensation in case EMINSD the same
s oot refurned in thme.

Hy The Esmest Money Deposit will be lorfeited 1w the Government il the tenderer foils o
Bongur the order placed and the 5.0, will be forleited 1o the Government if the tenderer
finils bo extwcute the entire supply within the atipulated time.

H al The Earmest Money will be linkle 10 be forfeited, i1 the tenderer withdrows or
amends impairs derogates the tender in any respect within the period of availability of his
tender.

1} This office will take all the care to return within the ressonable time which is normally 3
days after opening of the tenders in case of EMD and fifteen days for Security Deposit
after satisfaciory and full execution of the order and on sccepiance of the stores by the
Principal, Governmert Polylechnic Panaji. However if the supplies are covered by
waranty period the EMIVSD ghall be retnined 1l the warmanly period is over,

Jy If the enderer 1o claim the EMIDVELF within the period of 3 months from the time limit
specificd above such EMINGD will be deposited In to the Gevernmend ireasury at the full
risk of the supplier and the Principnl sholl mot be reapensible for deloy if any to
rechalm'retiim the same.

K Tenders submitled withow the prescribed form and‘or withowt tender cost amount so alse
the tenders posted in any other envelopes other tham the prescribed envelops shall be
supplied along with tender formes,

L} EMINVED shall invariably be in the form of Demand Draft made in favewr of the Principal.
Government Polvtecheic Panaji drawn on ony nafioralized bank, The EMIVED in any
ather forms other than the specified above shall nol be accepled and tenders accompanied
by sisch EMD shall be rejected.

M) All tenders received after the due date andior time shall be rejected. Fostal delay if any
shill mot & excuse for the lae receipt of the ifenders.

My Al enders‘guotations shall be neatly tvped: overwritng and cormecehons 15 any ghall be
authenticoted by the tenderer, Incomiplete or illegible tenders'quotations are lisble 1o be
rejected without assigning any reasons.

0 Where applicable following details shall be clearly and specifically indicated by the
enderer,

(i) MhHsagrésment, if any, with tesms and conditions enclosed

(it} Non conformity. if any. of the stores with the specifications given in the iender
nedkeenkler paper,

(i) Taxes, Excise Duty, Custom Duty ete. if any 1o be paid exira,

{iv) Freight, forwarding, Insurance and Hamali charges, if any to be paid exira,

F1 Taxes & duties,

a) Where the cost of the ilem is specified as exclusive of these smulory levies, unless
accepted in writing otherwise by the Principal, Government Polylechnic, before placing of
the sader, the said kevies shall be payable only on production of the prescribed documents

an belowsy.

n, 8T certificate presoribed by the Principal, Government Pobyicchnic Panaji.

b. Excise duty, Gale pass — | cerfificate prescribed by the Principal, ent
Polytechmie Panaji.

¢, Cusbam duty, certl ficate izied by the concemed custom effice.
il Freight & Insurance -




Where the cost is exclusive of freight and fnsurance charpes the tenderer shall
invariably provide the docimentasy evidence for having actually paid such charges
tailing which the same shall be disallowed, however, where the rates or amount was
not specified in the order it shall be consistent with current markes rales.
=11 rnﬂuuimnhiq-uu{ﬂ}-hwnhunmﬂnmﬂmdmﬁ: Principad, Govemmenti
FdﬂaclmEnFauiiﬂmﬂhemm:dmmditdujlhthwﬁulmdﬂm ..... R
2. 1o accept for processing such tenders at the risk of the tenderer and/or |
b. 1o rejoct the wender withou BERIENING ANy Feasons.
e} Irmespective of whether specifically swted in the tender Netice or otherwise following
tenders will be rejecied,
a, Whﬂ!ﬂhlﬂﬂﬂﬁfﬁﬂﬁmlﬂﬂﬂimﬁmwﬂnﬂ of being authorized

invoice ar smilar form of advance payment.

. Where tender I3 not submiited in the prescribed lender paper.

d. Where tender cost is not ercloacd,

e. Where the stores offered are nod of standand quality make.

f. Where the tenderer has not enclosed eny printed leaflels, cualegues e, Living
detailed specification of the products,

General Conditions:-

A)

B

C)

LE]]

Unless expressly provided in writing by the Principal, Government Polytechnic Panaji, the
order placed shall be subject to the terms and conditions and the specificalions given herein
under and if any of the terms and conditions and’or specifications of the tenderer on whom
arder is placed iv'or contrary o inconsigient with any of the terms and conditions of these
Lcrn:f;r;ml conditions, ssme shall be deemed 10 be and shall be ireated as in applicable and of
i L

Any typographicaliclerical error In relation o rawesfunitiquantity size ete. andior
contradicting‘conflicting with the tender spesifications and or the terms and conditions shall
stand corrected to that effect without any written communication aid the enderer shall oy
be entitles 1o any claim whit-so—ever. hased on such typograpkical/clerical ermor,

The tenderer shall sign with date on the cerificase sttached in token of acceptance of the
terms and conditions without any reservations and affix the rubber sesl or office ‘stamp if
available where rubber stamp ks not available name of the person who has signed and the
tenderer which he/she represents shall be clearly written in ink, quotations'tenders received
without being duly signed and stamped are liable 10 be rejected without assigning any
reasans. However, the Principal, Government Polytechnic, Panaji in the public interes any
relax this condition. '

Eoch and every quotation/tender shall nevessarily be mccompanied by printed leaflets pr
eatalogues giving complete details of the specifications of the sones, Teniders'quotalions
stafing ‘ss per your specificsions’ or just repeating what is already in the tender paper
MAY NOT be considersd at all.

Validity of Rates ;-

A)

B)

L4

The rates quoted should be valid for & period of 180 days from the date of opening of the
tefider

Rates quoted shall be penerally excliusive of transpont, loading and unloading charpges,
excise, txes, etc. However these and other charges/taxes shall clearly be shown separately
otherwise it will be deemed that rates quoted are nclusive of all char

The rates shall approximasely conform to the current market rates specified by
Government Government spproved appropriate agencies where applicable, In case, if a any
ﬂmuhdiuwmdlhuﬁ:muqmwmmmrm'wemmwmmgmw
then prevailing market rales, in such cases Principal, Government Polyiechnbe, excep the
:Lu.ql:nstufﬂnmupnnmmmmhmwmpnﬂl}- levied by Frincipal,
Govemment Polyiechnic Panaji and for this purpose “Mormal Rates™ menns the sctual cost
of the stores on per with market rates of similar stores exclissive of taxes, excise, transport,
freight ctc. plus reasonable profit margin acceptable as decided by the arbitratar. see clause
a9,

4. Execution of Order -
A} Accepiance of the order shall be conveyed by the tenderer by submiting a Security Deposit

equivalent 10 5% of the value of the order, within 15 days from the dute of receiving onder,
in the form of Bank call Deposit Receipt'demand Draft drawn in favour of the Principal,
Govemment Polytechnic, Panajl on any Nationalized Bank, failing which the shall
stand cancelled unless informed otherwise in writing by the Principal,



|

m

E}

Fy

G)

The Security Deposit will be refunded o the supplier after full execution of the arder or on
expiry of the period specified in the order and where the stores are under warranty, the 5.1
shall be returned afler expiry of such warrantee period. If the supplier fails to bonour the
warrantes sa agreed, the 5.0 will be forfeited,

Entire order shall be exceuted within sia weeks from the date of issue unless specified
otherwise. in the order. Howewer Principal, CGovemmem Polviechnic, Panaji reserves the
right to grant the extension of the thme lirndt, if in his opinion public interest does niot suffer,
Violation of this clause attracts provigions of clauses S (aaygiany .

The stores shall be property packed and dispatched insured if necessary with any Indian
Govemment spproved Insurance Company or #s branch af 8 cos consistent with
Government regulations and the cost of the consignment against loss, damages or

ete, upto destination by goods/ Passengers Train/Road Transpart on freight paid basis ealy,
1t shall be primanily the responsibility of the tenderer i in-respect and satisfy that the sores
to be supplied exsctly conform b the specifications given in the onder. In case of lapse an
Ure part of the tenderer in this regard the Principal, Government Polytechnic Panaji reserves
the right 1o reject the stares. ;

In case of rejection of the stores supplied by the tenderer on the grounds specified above at
D& E. orif found defective or not cunforming o specifications or any other grounds in
aceordance with the terms and comditions, it shall be the responsibility of te tenderer jo

make arrangement to collect back the stores,

If the tenderer so desires the rejected siores may be dispatched back 1o the tenderer
provided.
i) The tenderer gives undenaking in the prescribed from accepting full responsibility for
& which may be caused during transit due 1 aceidents or any other reasons,
i} The tenderer shall send on advance payment for packing, forwarding and tramspart
charges by way of Demand Drafi drawn in favour of the Principal Government
Polytechnsc, Panaji payable at Panaji on any Nationalised Bank,

The (delivery peried stipulated) is essence of the contract. In case the tenderer fails ty
deliver the stores or any part theroof within the stipulaied period of delivery ar in case the
stores are found not to be in accordance with the specifications, the Principal, Govermnment
Folyiechnic, Panaji shall have the right to exercise his discretionary perwers &5 under -

i} either to recover as liquidated damnges a sum ‘not exceeding half percent of the price of
stores which the tenderer has failed to deliver as aforesaid per each week or part there of
during which the delivery of cach stores may be in arrears but subject to 8 maxsmum lmit
of 3 % of the stipulsted cost of the stomes,

i} To puschnse from elsewhere at the cost and risk of the tenderer the stores, 5o undelivered
or stores of 4 similar description without canceling the order in respect of the
consigrment nod yel delivensd.

i YUr 1o cancel the entire/part of the ander as deemed fit in the sole discretion.

fi. Inspection/Acceplance of Stores :-
A) Inspection of the store shall invariably be done at the Polyrechnic premises. The siores

shall be deposited by the tenderer ai histher risk at the Polytechnic premises, In such
cases acknowledgement will not he deermed s acceptance of the stores,

H) Iluscuumar:ﬂimedinpthdm“h}wpeﬂmullymmm“mn

agencies including Rail/Rood agenciex the scknowledgement given by the storekecper
shall be “Un said 10 contain busis™. In such cases the Principal. Government Palytectnic
Panaji reserves the right to verify octual contents after opening and  therefore, the
respansibility for demaged/defectives'shoriages or the consequences of a similar nature
shall be solely the respansibility of the tenderer, Therefore the tenderer may prefer o give
open defivery by making suitsble armangements.

L) In cases where the stores are deposited in open containeropen condition the

acknowledpement of the Morekeeper shall be 1o the extent of physical quantity and in no
case the Storckecper shall be responsible s 1o the exact naturefidentity/conformity of the
stores with the specification mentboned in the onder.

D) The Storekeeperiindenting Dept. of the Government Polviechnic, shall take maximum

precaution for the safery of the stores in their custody, However in case of lossTosses
caused w the stores deposited by the tenderer in ihe Pelytechnic premises due o fire,
natural calamitics and due 1o any other reasons caused bevond the human control of the
Principal, Goverrment Polytechaic Panaji. The Gevernment shall not be responsible o
make good the losses/cither in full/part or to pay any compensation of whatsnever naf
ini that regard,

E) It shall be the responsibility of the tenderer to arrange 1o deliver the siores af |
Polytechnic premises al Altinho, Panaji Goa, during the office hours from 9,30 am. to
12.30 pm. & from 200 pm. 10 4.30 pm. The stores dispatched by rail transport or by



ather means other than the specified above muy not be accepeed i received afner the
specified office hours unless agreed 1o otherwise in writing by Principal, Governmeni
Podytechnic Panaji before placing of the order /hefore dispaich of the stores.

Fi Advance intimation of the dispatch of the siores with information like mode of transpor
mame and address of the transport ageney. likely date of arrival of the siores as
Polytechnic, Premises and necessary documents if any 1o relense the consignment must be

' sent by the tenderer to the Principal, Government Polytechnic Panaji.

(i} Where applicable Instruction'Operating manuals, literature <hall he sent directly to the
Stores Officer, under registered post, however if the same are sent glong with the goods.
will be recedved at the cost and risk of the supplier,

7. Warrantes Uivaranbes ;-

A} Unless specified otherwise in writing the machine/equipment supplied shall carry a
warrantee/guarinice agalnsl manufaciuring defects for a period of 12 months from the
date of final sceeplance of such machine or equipment by the Principal, Government
Palytechnic Panaji

B) During the wasrantee/guarnnbee period the firm responsible for supplying the machine
andfor equipment under question shall provide free repairs and servicing periodically
subject 10 8 minimum of two services in the said period failing which security Deposit
will be forfeited and incase where the 5.0, had been retumed the firm's name will be
remaoved firom the list of approved supplicr,

C} During the warmmee if it becomes cssential i sendiake the eguipmen: 1o the
works/Eactary of the manufacturer'supplier for replacing'and or servicing hank guamniee
in the prescrbed form shall be privided by manufsciurersupplier towards the cost of
such equipment | machines. The bank guarantee so drawn shall be for the pericd for
which equipment remains with the manufacturer'supplier.

E.  Termsof Payment :-

A} All bills shall be drawn in the name of the Principal, Government Polytechaic Paasji only
and shall be submitted in triplicate with original being affixed with revenue stamp of
Rupee ome.

B) Unless accepted otherwise in writing hefore placing of the arder all payments towards the
supplies will be made against valid bills only and if the eguipment is found in gond
working condition and conforming w0 cur specifications given in the order.

C) Normally as per Govenment rules the payment of bills shall be made within a period of
30 days provided the supply reaches, Government Polytechnic Panaji in the lost week of
the month. However in case of delays no interest shall be paid by the Principal,
Crovernmient Polytechnic Fanaji on whetsoever groumd,

9. Arbitration Clause =-
In the event of there arising any dispule or difference of opinion concemning or wuching
any clouse of this agreement any of the tenms and conditions contained in any of the
documents which are made integral part of this sgreement. Such a dispuse of difference of
opinion shall he referved 1o the sole arbitration of & person appointed by the Governor of
Goa and it shall be lawful for the Governor of Goa to appoim any Officer who has m the
discharge of his dutics as such Officer either expressed any opinion or isssed any
direction in the matier and the provision of the arbitration Act. 1940 apply 10 such
rbitration,




ANNEXURE
. of wsers: S
Warranty: § years
 Appliunce Hequiremenrs

Fitvwall shewld be 1€54 Labs Certfied
Inbuile Hard Dieve foe stomge of demibed graphical Lizes & Repors
DEM should bee TECY W001-301 5 Corrified
sodanan ihould enforce for authennes ton b roaming users whike accessing
It AN DME nemeodk
sodutian ihmeld have bandwideh guess and time quon foe iliny eoff wsgrs
Proposed solution should have multieore processor besed wsclsitesnare and jica ASIC busod axchitecinire
Firewsall should be Gatewny level I compliant
Throughpur
| Ethernet Inteefaces 101001000 - & numbers of 10bos Cnpper ports
{_nmourrens Seasmoais - RSN
Mew Seegons / moond - 1 35K
Firewall Theoughpur - 16,5 Ghos
VEN Theoughpat - 1.5 Ghps
LI Theoughpsat - 2.5 Ghps
Antivinus Throughput - 275 Ghps
15 Throughput - 3 Ghps

VPN Tunnels - HXHE

Ethesnet Interfaco (Expundable Ports - Ethesnet,/Fiber 10/ Fiber 1005)
| mumber of Expandable Slocs

Coafigursbile WAN/LAN /DMZ pors

Fircwall Reguircmeont 1
The fiewall showld be dedicared sandalons appliance.

The frewall showld be [C5A comified,

The propased svstem should have HA Actve-Active | Active-Passive

The proposed systemn must be able to create firewsll rubes with wemame s masching critera along wih |
s/ nerwork group Subimee |
The proposed svatern swwild have freoad with stateful pucket flterng technology & must support one-1o- |
ote ond dynamic wer based MAT with o fcility to create roles based on usernames, Source & Destinstion |
IP sddress, Hosts, network, [P Range i
The firewall of the proposed system shoukd be based on ¢ hardened (05, should be capable of delivering
fetwork protecton services st all layers along with options of netwoark gareway levd antivins, st spam,
intrusicn detection and prevention, content flienng, muliph: 15P bad bakancing, filover ard VPN |
scdutions.

The firewall of the proposed system should be abile 10 support trnsparent mode, Bradae mode, layer 3 _'I
aisparnent proxy for Seamnless deployment into an existing network without changing [F configurations m
thve Bctwarh. |
The Arewall of the proposed system aboukd provide Predefined services basesd on por nambers and Layer |
7 applicotion and sbilsty to create wier-definable servicos which can beused 1o define fircaall nades |
The progused syitem mst provide inbuile PPPAE client and should be copable to sutomancally wpdare all |
reqjuired configurnon (NAT Polices, VIYN Configurarion, Firewall Roles) whenever PFPFoE 1P get .
changed. |
The fireweall of the proposed system should support B2 1q based VAN tgging to segregase devioes |

The proposed sohition should have optios to configure frewall policses 1 bock or allow rules for s
| parncular couniry or for 4 country groog. .
Thie propased svatemn must provede support satic & dynamic mating protoeced like RIP & OS1F
| the proposed solution should suppant Mulnicast forwanding,

The propased systetn must provide debadt MAC whitelist/blacklst bised filienny
The propased system must provide support for IP-AMAC Binding

The proposed seluton should suppon BT :
| The proposcd selahon shouk] support stateful mspecton bypass per fimewnll rude,

-




actess comsol s based [HCP Server,
The sahition should support SIP & H.I23 VOIP protoomts,
The propesed sofution shoubd have suppon for Dvawmic S,

—

BYDD (Bring Your O Dievice) o
The progesed system should grve visibahty & control of mobile device.

The stem should be able to create firewall rules based on mobile devices.
The peepesed svsteen should be able o wssim separate 18P fur minhile devices.
The tom shoald be abile fo s pobicies for mobale devices.

The proposed system should be able to ansign Dam Leak Prevention, Application & URL filiering pobeies
| For mohile devices

The proposed system should be sble to detest & desermine Dam 103k Prevention policies for a same wer |
bt on different devices e Mohile & P

The proposed svatern should be able 10 detert & determine Application fvering podicies o § same wser
but an different devices e, Mobde & Pe.

The propaosed sysiem ul'uqu:athmdm::&ihmTﬂnﬂfm-ﬁluﬂqpuﬁnn fist » anme user but on
different devices Le. Mobile & N : .
Ihe proposed system should be able to control wiemes access based on fime schedule for diffesent type
ol devives te. Mohile & P

The sl can di aser | dm:hh-gﬂun:h:dnmuﬂpumi_nm:n

The proposed system should be zbie t0 wdeniify & have an option t disconnect the infermet connecsms
of the mobde devices

The proposed system should forcefully log off the mobile devices.

The proposed system has reporting based on mobile devices & [
L he prupused sysiem can distinguich bandwidth besed on mobile devices & PC.

| The sabution should Application Filtering in the ssme UTM appliance.
The subution should have inlbuile Apphcation clarabuse.

The progused solunon should provide vibiaty and contmol by ﬁppliu:iuTEnr Usem, Groups, 1P address
e Meetwoark,

The proposed solution should provide policy-based conteal aver applications for Users, Grops, [P
address & Metwork, "

The proposed solution should provide policy-based traffic shaping by application for User, Group, [P
address & Metwor,

The proposed solution should be able to detect & block kaown abions like P27 & IAL
The sslutbon shouid b tecd el burseable banddwidth Tos iCatings:
The solustivsn ehewuld be able to dotecr & Block known bmsed on mme schedule,

The proposed sodusion must allaw block oy the applcatons oganlless of port, pmm:nls&uu:r_l.'p;ﬁrl_

| (55111 5)

 The proposed solution should have 2500+ spplicaticn datbase.

| Ibe proposed solution st give reparts based on username /1P addeeas.

| The proposed solutson shonskd b capable ro block appliestions like fle rmanafer.

| The proposed solution shoukd be capable to block applcations ke anbine games.

| The proposed solution should be capable to block spplcations ke IM & web chats

The proposed sodwion should h:EP-HE to blesek spplicasions like P27,

| The wed sobwion should be ¢ ro block Web 2.0 appleatons.

| The wed solution should be e b bloweke spplicanns that provide remore coetrol

The ed solution should be capable to block web and sofrware based stroarming applsatons.

| The propased solution should be capable to block VOIP based apphcatons

The proposed soluton shoukd be able o identify hidden apphenhons rnning over standard pores (80, 443,

eic |

| Adminisieation, Authentication & Configuratinn

The praposed spstem shoald support Windows NTLM Darsbase, LIDAF, RADIUS TATATS: & sngle

ign on (S5 for Active Directory and in budt database of the applia nee for User Austhentication.

1he proposed aystem should provide Guest User Network Management System
The progused system should provide puest users authentication vin ShS

The propased system should be able to supporr uset mapping with single [P address for firewal]

anthentication.

The proposed grstem must Pl‘ﬂ'rh-ic coanection kevel dersik uang a web mterface of bandwadth wsed for
cach wser! [P sddress/ [SP.

The proposed Spstem sheuld support & configure syslog with option 1o store bogs on local; remote/local

+ mmone.

The ed should do Real time monvinang of data rransfer done by user/ 1P address,




praposed svstem should allow Meraork adman bo niew diea consusmed by each mdveidual ueer in the
vk m real Hme basis,

The proprassd svarem mast send an alert o admn emad m.E'..‘E"..EEE' of frewall configursisons.
The proposed systém must be able detect el Hme s repores [P addsess wise & user wise.

The proposed system shouald provide factlity for Web-based & Secure console besed remote admemserations
wiwd shamald haye ceniralized configuraton and device ML PRI OIS,

The proposed svarem shoald be sble mo funcoon s SMNMEP agent and should be shie to suppoet all ST
scifracare's.
The proposed soheton should have ConsasleWebLT/ Command Line Interface suppom for Softaan/
Firmware updare and stivs check,
The proposed solunon should have option o eonfigure Twe Factor Authentcation for
ﬂ_&hkﬁ’ﬂ'lfﬂmdm Interfece with COFTTF (Cine T'l'-'.".' 'Fm*mr.'lj opton for cach fee searmn,
The proposed soluton should have aption to configurs OTP authentcaton for sebected Webl! admin
The W erhairrt shoald have OpOon i :uuﬁpre F-umnl Pnhm:pluud on lP-leLHnrﬂ.rlml.ﬂl:n.l
foe creating s passwond for sib-sdman users. Also, it should have sn option to define actons on thewr
usage and expiry.

The proposed shoud be alile to » support bugh availabibry

The proposed system must provide sesston omeout to anﬁll]w legeran user afrer bopin session gets timed
oL,
ﬁ:wwd Bysieim miist send ad alert to admon emal sddeess on sysiem health check threshold vabue

C

cfigered.
The proposed soluton shoukd provide connection kevel details on the firewall dashbeand for sctive
CTHUICCRCM Y,

The propoacd solunon shuuld provide different freaall adminisoaros moles.

Tluprnpm:d soluton showld hive full scoes & El.ll-uﬂi'r aglmain acscys h-n.hﬂu]npl: saales mach as
Restart Secvice, Reports, Disgnosie, Shutdown and Change Passsord mphis,

The propoied solution shmsld hive infernet diagrostic tooks option aveilable

ﬂupmpn.uﬂ.mhuiuu abimmuld hwtmnrpﬁnm 10 Cap iy I\uh“m muHPh pnterfaces on peal eene with an
opition b fidter tmafhic on 117 addeess, posr f prosocel.
The praposed system should have full configurastion backup & restore option
The pmposed system should hare full configurstion schidube backop on keal device, email and FTT
The proposed syutem should have memmum 5 Fall configeation schedule backup oo local device.

The proypased sysrem shoald allow the admin to lopoff the authentcated users.

The proposed syatem should allow the admin to disconnect lve connecoins of the awthenticared vsers.
The proposed system should allew single wer muliple logens based on wser, group & global configursnon. |
The progosed system should alliw mregration of mulople authenticaton schemes.

Th.: pqnﬂ-nngd EVSIEETY ||1.ﬂ.1Hl.1.||:rwh:u|:|'pnnnl.T rnrrnl.ll'h.plr:nlhmhmm achemes,

Bandwidth
The proposed systern must have integrabed Bandwidth Managermeni

The proposcd syeterm muost be able v et bandwidih per User/IT on individual o shared basis

The proposed system mast be ahle to set bandwidih per User/ [P an indivduial & shated bass,

The propoded system should provide bandwidth minagement o incoming & Ougoing iaffic,

The proposed system must be able to creare Bandwideh Polsces based on spplications, [P address & Usens
[ Loz Giroop. = e
Th.tprugmad. system _:_hmlll:l Ermmh U'sers & Uiroup wime Bendancdth allocation

The proposed sysrem should support bandwideh management on browsing, for URL, Category & external
P,

The proposed system |i::r“u.IE support {xmrsnreed Blﬂ.l]w"l:lﬂll

The propased system should support Shared Basdwidih.
Thi propased svstem should suppor Prooocsl Based Bandwideh

The progascd svstem should suppors [ Based Baisbwidch.

Intrusion Prevention/ Latresion Dewction

Intmusion Prevenson syatem shoukl be appliance hsed.

The proposed system shouls hare sgnanare snd anssmaly base istnsion detection and prevention spstem
The proposed system should have configiration opeions w prevent ol dee commen DOS and DEOS
sttchs fike syn food, ICMP Bocd, LD Aocd, Ping of death: Should have prevesicon opteien for o
than 30 enmmson anscks. Beal e inirasion detecton for minimam G000+ vEE_ﬂ-'I-I'IﬁHﬁ-

The 1% should be abde to detect, responil to sl alert s wianthorzed actvity. Produce detects the
attncke and the merwock missse that rpresent sk o the cussommes.
MIDE shall be shle o detect incidents thae omginnte from insde the network perimeses 25 well s from
outsaiie the neroork permeter and shall be able to mke acton o the busis of confipured polcses,
Suppart at beast GO0+ or maore signatures with ondne download support of newer sgnanires.
| The peoposed system should automancally update the atack signarares database from a ceniml database |




The proposed system: should be able w detec and bk HTTT prowy iaiffic both from Contear Glering
solunon & also ko [DP

The prapased guiem dhoald be shle to detect and bledk P21 based Tnseant Mﬂmgir“ippl:nunm hke
 Skype

Wik bised 1 it theewagh hittps and command bne ineefice supporr
[P shall be Em tor deqect and shall be able o szop Pre- Admck Peobies various types of TCRSUDP

SCANNETS,

Thee softwsre on the [1'5 should suppoet onkine software reconifiguraton to ensure that changes made o a
I eonfigasaton take place with immediate effect.
Product can process taffic atan acceptable rate with all of the amack sypnemres schve.

The IFS should be able to support hagh availsbiy, mdulmuutﬂlhpmrm!’lihlhumdm

= T e Sy o

Th:mqalwﬂdbtlhhmmmdnfﬂutmnrmfw poecols, including [P, Interet Conpond
Message Promcod (ICMP), TCP, and User D-Humli"mmml D

Vendor updates its antack signarre datsbase reguladly and it showld be confiparable o update II::
| sigriatutes gulnanatically without manual istervention.

| E-mail alens whour the [FPS anack on’ configured email addresses.

URL Filicring

Should suppart 85+ Weh l:lu'.-gun:;

Sheoald suppon Blocking of carcgory based HITES sites without having to prowide the URL of the ste to
e ocked

Should suppont HTTTS TAnspAIEn] proxy

The proposed system showld suppor browsing proxy and ERICw mosde sirnubaneoasly

The pruposed salution should bock HTTPS URLs with complere patly bsresd of only sires names

The propeed solution should support reges in odang of HTTPS sies

| Bhunsdd enforce Google "Yahao lmager serict filrenng through a wel ineoface,

Wel based manageenent through hege and commasd Ene intcrface seppot

Bhould have Fecility 10 blogk URL bascd on cateposics

Shioald have restocoan on o downalosd siee. s

Should have local cache, fur Fster eowsing.

Should suppore default site block for groups cocane on the frewall, This should oot sllow any users 1o visic
sives 1l allowed.

Should suppoart defaal Bleck of all downboads.

The proposed solubon should be boonsed pes unit 28 against per uaer.

L'RL database should have at bessr 10 emillson smes and BS54 careprnes.

LURE. Patabase ghould be apdsred IEEllld.'ﬂ'I:'

Should support strict search enfurcrme for flienng pormographic imges on Google search, Google
trrasgres, yaheo senteh snd yahoo images based on Google & yahon safe search.

Slaolid be able 10 block different caregories, s based on users.

Should have options to custormize the block message informanon send to end wsers
Should have fadlieg o schedale the eonfgurtions so taet department wese browsang can be allowed or
| blocked,

T e ST

Shoald hp“ﬂ'mﬁmnhle[uﬂ::jqﬂm; tn block urls based on web parterns (eg. Mail® o block web
rclated siees)

s S

ﬂnﬂmm:hmﬂhuhh-mhhdwmv{:dwarr'apt.

ﬂ}:ucdmn should be-able o block pva apples, actve as well :.tma]lm

mr:ummmmmulzmm&uu::['m Uiy REE G,

dmd&gghﬂmdh:nudrmnkwﬁmmmﬂghnwmm

The proposed system should have an up-uun ooy prowicle Inclusive & Eschisve browsing qued for sngle

Bnuu handwidrh mlr;m can be lpplﬂlmcnum netwenk, single mn& user Ciroup.

Pirerwsing bandwidrh policies can be schedwled.

Browsing bandwidth policies can be allocated o single URL, browsingCategery /Extermal IP. (e
YouTube ste/ Audo & Video Category for YouTube! YouTube TP can be gven bandwidth of 1024kbps|

f_?fﬂ.:ﬂh&grmpum

Brewsing handwidrh pobcies can be rowted vin different gateways for single URL hrowsing Category /
Exretnal IP [eg, YouTube ste/ Awdio & Viden Cavegory for Yo Tube,/ YouTube IF can be routed via
I51'1 & the ather web browsng traffic will be routsd via ISP2] for single users & wser Group,

The proposed system should support 1P address 8¢ usernarme based browsing configuration




proposed system shoald have browseng mode Bke web progy & IFRRSpARL prosy.
The proposed sobution should support heowsng bandwadth pobicics backup & ressore for chanpes on
brvarmng baadwidth policies,
The proposed spstern shoubd support username bypass from authenocanon for browsng with repoet in
| HrAnspareit mode. -
The proposed system should supporn wetname to [P sddress o wieemame oo MAC address or memame
i 1" adddresy & MAC address bading in tansparent mode.

The proposed system should uppurt username g 1F adiress bhincing i web procy mode,
Should lsre an opion 1o white B RIS for biocked caregrines assigned 1o wier groop.

The proposed system should supgon browsing and global palicy based downlosd el alerr, ro the
nerwrek ademan,

The penpored syatem showld suppos email alert on large file downloads, ==
Gateway Ants-Virus =5

Goatenny level Antivirus pohutson should be o spplance bascd
Thzwﬂdrmdh-uhllquﬁrmiﬂm for downloads from HTTPS sites :
Embeddrdmﬁrhmmﬂhut-ﬂmnhdhuupdnnwmmmﬁnﬂyq:dnmlh:m‘ﬂnhplﬂﬂn tpelated.
AV should be supported far HTTP, HTTPS, FIP, IMAP, SMTP, SMTPS (Por 463}, SMTFILS (Port
387), FOFY. Anovirus scanning shoubd be sgnatiice based and should previde ZERO HOUR Antivirus
Bl
Crateway level Antd Virgs should provide high-perfirmance protection Agasar virusen m ST, SMITTS
{Paet 465), SMTPTLS (Por S87). POPY, HTTPE. HTTPS and FI'P traffic T showld Block virses and
WIS fromm penetrating into an ofganizston’s viemal nerwork theesgh e-mal srachmenss, malicious
Wb pages, and files obtained threwgh FIT,

Virus gatewny should provide real-time detection of virmses and malickas code ot the gateway for IMAP
SMIT, SMITS (Pon 465, SMITTLS (Port 387, POPS, HTTP, HTTPS and FTP Internet traffic. :
The peopased solution shoubd be licensed PEF URM 88 againgg per oses

| Frequent updster of virus parern files sheuld be available 10 the proposed system

The eemn should have an opdos o e antivenes froen Grewal polices,
Inmnfﬂlrrmﬁ‘-’a:mningm-:mlul:'rnu:h:uh;]murnumﬂulquTA by spself
Should have configarable policy options w select what services o be seam for vinses

Web based managemens through hrps amd command line interface suppon

The el molunon should have ing fcility oo penerate reposs on virus detecied.

Should have configurable policy spiwns o byprass URL from antivine engine.
VPN

This fearure should be easy o configure and use, Should have i suppont inbuile for IPSEC VPMe, SS1
VPN, PIFIP, LYTP, VPN CLIENT puss thisagh, should support DES, 3 DES and AES encrypton, 1K1
cermificate suthentication , RSA secure 11 & Vaeco Token suppor
Support for [PSec LITT, PPTP & 551 VPN it
Confipumble opton o sllow or black VPN siers or [PSee nsierved network 1o access iicrml necwork &
VICE V.
| Suppon Encrypion : IS, SDES, AIS_rwifish, blwiish & seqent crenphon
Authentication support: Preshared Key, Digital Certficares.
Sapport for Auomatic IKE (Intemet Koy Fuchatige) end manml key exchange.
Supporns IFSEC NAT taversal
Suprports Nauth
Supports Hash Algotithms — M5, SHAT, SHAZ. =
Shoukd support for IPSEC and PIUP VPN pass thoough so that COMPUATER O1F AUWiEEE on pour sl
nitwork can conmect to 8 VI gateway on she Iniemer L
Sheaild support suthenticaten threagh Hardware token - RSA, VASCO
Should support Deed peer detection and P15

Enterpsise Cloud

The sed solanion shoukd have an integrated cloud secuney solutin in applEnce,

|1 proposed solution should have option tn downkoad 32 and 64 bit Enterprse choud cliears.
Enterpnse Clood jives complete repornng of rosting wsers tmobibe users), a5 1f they are tnvour bacal
network,

The proposed solutien shosld prosecy roaming usens even when on the Intemer, this hielps to secure thes
datn and not just thar LAN nemwexk,

The propoeed solution should have 15P failover for cloud client

The propesed sobotion shodd bave 1P repostm for cload clicnt,

The proposed solation shoukd bave L'RL fltering, Aot vines, Ang Spam, IPS on clowd dicar,
The proposed solution should have centrabzed reporting of chad clont paer.

Encrypuen supporeed (Blowfish, MIFES & AFS) for dars exchange through clowd elieny,

| Dhata compression on cloud chient USErS
Clod Chent can connect LAN & DMZ nerworks after creanng aceess policies & vice versa




he proposed solution should enforce for suthenticanon to cloud users when secessmg miemet, LAN & |
DM nerwork. +

| Multiple ISP Load Balancing and Failoves =
The proposed system should have integrared multiple ISP lorad bakaneing and Fulover for ourbond wafic
‘The proponed system shoubd sepport kead balancing snd fadover fior minimem 2 WAN knks & maximum
ups eck the interfaces avaibible oo the appliance.
The propossd system should be able 1o do weighted round rolam based Inad balsncing of traffic over
mulniple Ginks
The proposed system should be able 1o detect link fadhare based o user comfyrarmble serof rues based on
| [CMP probe.
| The proposed syaserm should be able w detect link fuilise ard alert admen n email,
The propased system should support separare bardwideh quenss oo gach [5FP intetface during
fatlover/failback & load balincing using rame Rrewall policy.
| Lopgging and Reporting salution

The proposed system shoukd have integrated on appliance reporting sobistion.

The propoasd system should prevde indnvidusl users donmload & Uplosd data AT TEpOEL
| Lhe proposed system should emad dsily group browsing reporss 1o respective group beads i pdf fomar,
| The proposed system should provide user and 1P address based sepors.
The propnsed #vstem should have apeions o create wers with different scceas nghits (B, users who can
oanly view peports and not mansge the system)
The repotting solution of the proposed sysrem should be abile 1o provide derailed At kg for audizing
wid tracking syerem
Should suppert logging on the LUTM applissce nndy and should st require sdditional Hardware ar
Software for Loggng, Tt should peovide various kinds of repoers like virus repoets, LRI filrerungs repures,
Top visited websites, Sysrems infected by Spywares, User or 1P wise downboad for the day. Ir abould have
_graphsal repors of wsapges ISP wise, Apphcanion wise and 1P wise-.
The proposed system should hive optios 1o quarantine spam email on appliance.
The proposed system should have dall down reporting on applance dashhoard
The proposed system store DLP reports on same applisnce.
| Email dady web & smep upload repons on admin email address.
The proposed system should hive live browsang & download report.
The proposed system should have Vines repore.
The proposed system should have Administration logs.
The proposed system should huve live frewall ogs.

The proposed system should have live packet capture report.
The proposed system should have [PS repore
The proposed system should have bandwideh queve report,
The proposed system should have download report with mime & file extension blecked.

The proposed sperem should have confipumable opnon in intemnet seeivity pdf repores which ate: weind ons
il

The proposed system should have an opion o ser umwmﬁm for lags.
Thie propased sypstern should provide connection detsils wstitg & web interface with browsing dara used for
any pant of fme,

The proposed system should have an option to generste hrowsing report in pf on the bases of search |
patterns like user name, [P sddress, URL & kevwrieds,

WMEMMMEWBWIMM' logs which are allowed as well ag of Blocked.




